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Hospitals Suffer New Wave of Hacking Attempts
Synopsis
In addition to the challenges that hospitals are currently facing with the ongoing pandemic, the problem of hackers is increasingly becoming a threat. There have been reported cases of hacking from different sources such as gangs and financial scammers. Some sources show that the hacking is also from hackers backed by the former and current hospital security chiefs or the nation-states. 
According to Christopher Stroud technology manager from Great Plains Health, the file reports clearly show a hacking occurrence in hospitals. He said, “The logs and the graphs show, oh, man, these have ramped up, it’s hard to deny that” (Rundle, 2021). Great Plains Health is a health care company is based in North Platte, Neb serving an estimate of 183,000 patients per month. They usually block up to 10,000 attempts made to access their servers daily. However, after the first vaccination trials for the coronavirus in November, the numbers of hacking attempts were reported to have tripled up to 70, 0000(Rundle, 2021).
The united states intelligence agencies alongside the intelligence agencies of Canada and Europe have put out threats to the nation-state-baked hackers and cybercriminals attempting to break into the health care server systems in an attempt to steal the research materials on the coronavirus vaccine. Health care institutions have reported data breaches in 2020 especially after the pandemic’s effects begun to manifest. Both the technology and security staff had an increase in workload (Rundle, 2021). This is because of the swamping wards with COVID-19 patients and those who came in for a test of the virus.
Health care providers have been having a strain because of the ongoing pandemic. There have been large numbers of covid-19 cases requiring medical attention and hospitals have subsequently been experiencing a revenue crunch because some elective procedures have been canceled following the reallocation of resources to respond to the effects of the virus. Most hospitals are thus undergoing financial strains, unable to finance security projects at the needed time.
Discussion
Attacks on health institutions have become rampant in the last few months. This can be explained by a few theories. The first is because heath institutions have classified information concerning the virus. After the first confirmed case, followed by an international alarm, information about the virus became very needed. There were many questions concerning the virus and very little released to the general population. The hacking attempts can be explained by people attempting to get answers on the virus such as the real cause and origin of the virus.
The second theory is also an attempt to gain information. The hacking rates have increased especially after the research on the vaccine. Hospitals usually have access to these research documents and the increased hacking rates could be in an attempt to access these documents, there are diverse reasons for this attempt, first is in attempt to develop research and the second reason could be to make money from it. This is because successful research for the vaccine of this virus is priceless and award-winning. 
The last theory is that the increased hacking attempt rates after the pandemic are because of quarantine. With restricted movements, working from home, and the abolishment of social gatherings, people are left with no choice but to spend most of their time at home. Hackers for instance have therefore had more time than ever to explore this field. Therefore, this increase of attempts could be a result of people spending most of their time at home.
In conclusion, everyone should question themselves concerning this topic. Who is responsible for smooth running in our healthcare institutions? Is the government doing enough to ensure that health care facilities are not vulnerable to cybersecurity attacks?
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